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Document Overview

Scope

The scope of this Multi-Factor Authentication (MFA) User Guide is to provide in-depth information to
the end user on the MNsure application’s multi-factor authentication solution. Multi-factor
authentication is a security mechanism used by applications requiring an increased level of security.
Generally, authentication security is broken down into three categories: something you know
(password, pin); something you have (hard token, badge, ATM cards); something you are
(fingerprint, other biometric). This standard mandates the use of two or more of the above
authentication mechanisms to gain access to a system.

This document includes the following major components of the multi-factor authentication
functionality:

I.  Registration

Il.  Registration for Oracle Mobile Authenticator

lll.  User log-in using access code from email

IV. User log-in using access code from Oracle Mobile Authenticator
V. Using resend access code option

VI. Self service remove Oracle Mobile Authenticator

VII. Self service update email account

Purpose

The purpose of this document is to provide information and step-by-step instructions so that end
users can use multi-factor authentication security to access MNsure. This solution will support the
use of a one time access code delivered to users via email or the Oracle Mobile Authenticator
application.
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Registration for Multi-Factor Authentication

After signing in the user will be redirected to the MFA registration page if they have opted
themselves in to the MFA solution (consumers only) or if they are required to use the MFA solution
(administrators).

a) Multi-factor authentication registration page is displayed.
b) Enter a valid email account.

c) Accept the terms and conditions by clicking on “| Agree”.
d) Click “Submit”.

MMNsure offers the highest level of security for protecting consumer information. Multi-factor authentication is an
additional layer of security to ensure that MNsure information remains secure and protected from fraud and
identity theft.

This is an important tool for managing security and preventing unauthorized access to state systems.

You will now be required to sign in to your account by entering your one-time access code, which is sent via email
each time you sign in to MNsure. You will have an opportunity to update the email address associated with your
account through the following registration process.

Please ensure that the email address listed below is correct, or update it if you would like to receive your
one-time access code at a different email address. Please complete your registration below by agreeing to the
terms and conditions before submitting your information.

Email*  email@example.com

Terms and Conditions.

The MMNsure system is the property of the State of Minnesota and is subject to the Minnesota Government Data
Practices Act. By using this system, you are representing yourself as an authorized user, and as such, you agree
to use the system for authorized purposes only and in compliance with state and federal law.Users of the
system who have the ability to see the personal information of participants, including state employees,
contractors, community assistance partners, and other system wusers, must adhere to rules of behavior for
protection of private participant information as defined in the MNsure Privacy Policy. These rules are consistent
with and in addition to state and federal laws and the privacy and security policies and procedures for MNsure,
including the Minnesota Department of Human Services (DHS) Information and Technology Policies and
Procedures, and the Appropriate Use of Electronic Communication and Technology Policy (applicable only to
state employee users). Non-compliance with the rules and associated security policies may be cause for
disciplinary actions including suspension and/or termination of access privileges, employment consequences,
and/or civil and criminal legal action.

Enrollment in multi-factor authentication requires validation of the user credentials as well as providing an
accurate email address

I Agree that | have read and accepted the terms and conditions. The information provided is accurate to the

best of my knowledge *

*Please note that access code will be sent to this email address.
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e) Once the user clicks submit, a registration successful message will be displayed as shown in
the screenshot below.

Registration Successful

You have successfully completed the multi-factor authentication registration. The one-time access codes will now be
sent to you during the login process at the email address provided.

You may also use your iOS or Android device to receive your one-time access code.

Please refer to the FAQ or contact the MMsure Contact Center line at 1-(853)-368-7873 for any questions related to login.

This completes the registration for multi-factor authentication. Once the user is successfully
registered, the user can proceed to log in.
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Registration for Oracle Mobile Authenticator

After registering for MFA a user can than register their Android or Apple device to receive one time
access codes through the Oracle Mobile Authenticator (OMA) application.

a) Navigate to www.mnsure.org/mfa/oma-registration-instructions.jsp on your computer. This will display
the following steps:

b) Download the Oracle Mobile Authenticator (OMA) application for Android or Apple using the appropriate
links below.

Android Google Play Apple iOS
QR Code QR Code

c) After the OMA download and installation is complete, please navigate to
https://www.mnsure.org/mfa/oma.jsp on your mobile device using an internet browser, or scan the QR
code below.

d) Apple devices may ask if they may open the OMA application. Allow the phone to open the OMA
application.



https://www.mnsure.org/mfa/oma-registration-instructions.jsp
https://www.mnsure.org/mfa/oma.jsp
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Open this page in “Oracle
Mobile Authenticator”?

Cancel Open

e) Your device will ask if it can update your OMA application settings. Please allow your device to update
the OMA application settings.

Update

Configuration update for
auth.atst.oam-mobile.mn.gov

Cancel OK
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f)  Log in to the OMA application by providing your MNsure username and password.

eeeco Verizon LTE 4:34 PM 13%0C >
( Back Oracle Mobile Authenticator

configure an account.

ONLINE CONFIGURATION

1 Signin
Service auth.atst.oam-mobile... ¥V
Username testmfauser

Password eeseesssssces
gwe r r tyluiop
a.sdfghjkl
_ﬁzxcvbnmlg

123 space return

g) You are now successfully registered for use of the Oracle Mobile Authenticator application. The next
time you log in you will be presented with the delivery option for your one-time access code.

eseco Verizon LTE 4:34 PM 13% >

N
] Oracle Mobile Authenticator +

One-Time Password
Enter the one-time password when
prompted to sign-in to the account.

testmfauser auth.atst.oam-mob...

946500 Q
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User Log-in Using One-Time Access Code From Email
a) Navigate to the MNsure sign-in page.
b) Enter username and password.

c) Click on “Sign In” button as shown in the screenshot below.

. EAQ | glossary
B
e

EIMNSUIEe where you choose health coverage m

get help learn more
USERNAME* Forgot Your User Name?
I —I Don't have an account? Sign up now
PASSWORD* Forgot Your Password?

d) Radio button for selection of email will be displayed on the next screen.

e) Select “One Time access code through Email” Radio Button as displayed in the screenshot

Please select delivery mode for receiving your one-time access code. The one-time access code will be sent to the selected
delivery mode immediately.

One-time access code from Oracle Mobile Authenticator®
ne-time access code through email®
* socoxe@email .com®

f)  Click on the partially hashed email account where the one-time access code will be sent.
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Please select delivery mode for receiving your one-time access code. The one-time access code will be sent to the selected
delivery mode immediately.

One-time arcess code from Oracde Mohile Authenticator®

® One-time access code through email®
* mocooe@email.com®

S - |

g) Click on “Submit”. The user will be redirected to enter the one-time access code.

*Once the user clicks submit the one time access code will be sent to the user’s email account
and the application will redirect the user to the next page as shown in step (i) below.

h) Sign in to the email account which was used for registration and check the email for the one-time
code.

One Time Password

+ noreply@state.mn.us @« @& A Adions

To: ® User Email entered during registration

Please use 877004 as a One Time Pin to access the requested resource.

10
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i)  Enter the one-time access code that you have received in the email.
j)  Click on “Submit” Button.

Please do not close this browser. You are required to enter the one-time access code on this page.

Your one-time access code has been sent to you via the delivery mode selected. Please enter your one-time access code
below.

Enter your one-time

access code™:

k) The user will be successfully logged in.

11
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User Log-in Using One-Time Access Code From Oracle Mobile
Authenticator

Before a user can use the Oracle Mobile Authenticator solution they must first register for Multi-
Factor Authentication and follow the setup steps found on the Oracle Mobile Authenticator
Registration Instructions page.

a) Navigate to the MNsure sign-in page.
b) Enter username and password.

c) Click on “Sign In” button as shown in the screenshot below.

. EAQ | glossary
Bae
-

EIMNSUIE where you choose health coverage m

get help learn more
USERNAME* Forgot Your User Name?
| —I Don't have an account? Sign up now
PASSWORD* Forgot Your Password?



https://www.mnsure.org/mfa/oma-registration-instructions.jsp
https://www.mnsure.org/mfa/oma-registration-instructions.jsp
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d) Select “One time access code from Oracle Mobile Authenticator” radio button as displayed in the
screenshot and click Submit.

Please select delivery mode for receiving your one-time access code. The one-time access code will be sent to the selected
delivery mode immediately.

EI]ne-time access code from Oracle Mobile Authenticator®

One-time access code through email®

e) Open the Oracle Mobile Authenticator application on your registered device.

f)  Enter the one-time access code displayed in the Oracle Mobile Authenticator app.

Carrier = 3:03 PM L

E Oracle Mobile Authenticator +

One-Time Password

Enter the one-time password when
prompted to sign-in to the account.

john.dole Oracle

856441 15

g) Click on the “Submit” button.

13
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Please do not close this browser. You are required to enter the one-time access code on this page.

Your one-time access code has been sent to you via the delivery mode selected. Please enter your one-time access code

below.

Enter your one-time

access code™:

Cancel

h)

The user will be successfully logged in.

14
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Using the Resend Option

If a user decides they want to resend a new one time access code or select a different delivery
method they can use the Resend option.

a) Navigate to the MNsure sign-in page.
b) Enter username and password.

c) Click on “Sign In” button as shown in the screenshot below.

R FAQ | glossary
LN
-

EMMNSUIE where you choose health coverage m

get help learn more
USERNAME* Forgot Your User Name?
| —I Don't have an account? Sign up now
PASSWORD* Forgot Your Password?

d) Radio button for selection of email will be displayed on the next screen.

e) Select “One time access code through Email” radio button as displayed in the screenshot.

Please select delivery mode for receiving your one-time access code. The one-time access code will be sent to the selected
delivery mode immediately.

One-time access code from Oracle Mobile Authenticator®
ne-time access code through email®

* sccoxe@email .com®

15
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f)  Click on the email account where the one time access code will be sent.

Please select delivery mode for receiving your one-time access code. The one-time access code will be sent to the selected
delivery mode immediately.

One-time accecs rode from Oracle Mohile Authenticator®

® One-time access code through email*

® ewoome@email.com®

g) Click on “Submit”. The user will be redirected to enter the one-time access code.

*Once the user clicks submit the one-time access code will be sent to the user’s email account
and the application will redirect the user to the next page.

If required, the user can receive a new one-time access code by using the “Resend” button.

h) Click on Resend OTP button, as shown in screenshot below. This will take you back to the mode selection
page.

Flease do not close this browser. You are required to enter the one-time access code on this page.

Your one-time access code has been sent to you via the delivery mode selected. Please enter your one-time access code
below.

Enter your one-time
access code™:

Cancel Resend Submit

i) Radio button for selection of email will be displayed on the next screen.

16



MN.IT SERVICES MFA User Guide

i) Select the “one-time access code through Email” radio button as displayed in the screenshot.

Please select delivery mode for receiving your one-time access code. The one-time access code will be sent to the selected
delivery mode immediately.

One-time access code from Oracle Mobile Authenticator®
ne-time access code through email®

* sccoxe@email .com®

k)  Click on the email address where the one-time access code will be sent.

Please select delivery mode for receiving your one-time access code. The one-time access code will be sent to the selected
delivery mode immediately.

One-time arcess code from Oracde Mohile Authenticator®

® One-time access code through email*
® eooce@email.com®

S - |

[) Click on “Submit”. The user will be redirected to enter the one-time access code.

17
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m)  Sign in to the email account which was used for registration and check the email for the one-time
access code.

One Time Password

+ noreply@state.mn.us @« ¢ A  Adions

To: ® User Email entered during registration

Friday,

July 17, Z0LE 1:33 PM

Please use 877004 as a One Time Pin to access the requested resource.

n) Enter the one-time access code that you have received in the email.

0) Click on the “Submit” button.

Please do not close this browser. You are required to enter the one-time access code on this page.

Your one-time access code has been sent to you via the delivery mode selected. Please enter your one-time access code
below.

Enter your one-time [ ------ | |

access code™:

p) The user will be successfully logged in.

18
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Self Service—Remove Oracle Mobile Authenticator

a) Navigate to the MNsure sign-in page.

b) Click on the Manage Security Link at the bottom of the page as shown below in the screenshot.

USERNAME™* Forgot Your User Name?
Don't have an account? 5ign up now
PASSWORD™* Forgot Your Password?

This system is the property of the Minnesota Insurance Marketplace (MNsure) and is subject to the Minnesota Government Data Practices Act. Use of
this system without authority from MNsure, or in excess of authority granted, may result the revocation of access privileges, criminal sanctions,
and/or other appropriate action. By continuing to use this system, you are representing yourself as an authorized user and as such you agree to use
the system only to the extent of the authority granted, within the limits set by the MMsure website TERMS AND CONDITIOMS.

This system and equipment will be monitored as required by Minnesota Statutes, Section 62V.06, Subdivision 8, and for training, quality assurance,
and the prevention of fraud, waste, and abuse. Such monitering may result in the acquisition, recording and analysis of all data being communicated,
transmitted, processed or stored in this system by a user. If monitering reveals possible evidence of criminal activity, such evidence may be provided
to Law Enforcement Personnel. ANYOME USING THIS SYSTEM EXPRESSLY CONSENTS TO SUCH MONITORING. By signing in to my account, |
acknowledge that | have read and agree to the Terms and Conditions.

Home | Terms & Privacy

c) Enter username and password.

|";.
m “ﬁJ S u re Where you choose health coverage m

get help learn more
USERNAME* Forgot Your User Name?
I - —I Don't have an account? Sign up now
PASSWORD* Forgot Your Password?

d) Radio button for selection of email will be displayed on the next screen.

19
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e) Select the “one-time access code through Email” radio button as displayed in the screenshot.

Please select delivery mode for receiving your one-time access code. The one-time access code will be sent to the selected
delivery mode immediately.

One-time access code from Oracle Mobile Authenticator®
ne-time access code through email®

® sccoe@email .com®

f) Click on the email account where the one-time access code will be sent.

Please select delivery mode for receiving your one-time access code. The one-time access code will be sent to the selected
delivery mode immediately.

Cne-time acress code from Oradle Mohile Authenticator®

® One-time access code through email*
* pooooe@email.com®

. - |

g) Click on “Submit”. The user will be redirected to enter the one-time access code.

*Once the user clicks submit the one-time access code will be sent to the user’s email account
and the application will redirect the user to the next page as shown in step (j) below.

20
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h) Sign in to the email account which was used for registration and check the email for the one-time
access code.

One Time Password

« noreply@state.mn.us @ & & Adions

To: ® User Email entered during registration

Please use 877004 as a One Time Pin to access the requested resource,

i) Enter the one-time access code that you have received in the email.
j)  Click on the “Submit” button.

Please do not close this browser. You are required to enter the one-time access code on this page.

Your one-time access code has been sent to you via the delivery mode selected. Please enter your one-time access code
below.

Enter your one-time “ ------ | |

access code™*:

k) Re-enter your password.

Please enter your password to identify yourself

UserlD

PASSWORD*

I)  Click on the “Change multi-factor settings” tab at the top.

21
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Change contact information | Change password | Change security questions & answers | Change multi-factor settings

Change contact information

‘Your email address, phone number, or shared secret can be changed here. This email address will

receive notifications related to your MMsure login account. Your email can also receive one-time

m) To remove Oracle Mobile Authenticator from your account click where instructred on the page.

You are currently registered to use Oracle Mobile Authenticator for delivery of your one-time access code to your maobile device. To

remove the use of Oracle Mobile Authenticator from your account pleasd elick here.

n) Click on “Remove Device” to un-link your device from your account. You will no longer be able to receive
one-time access codes on your device through the Oracle Mobile Authenticator application.

You are currently using the Oracle Maobile Authenticator to deliver one time access codes to your smartphone. If you
chose to remove this device from your account you will no longer be able to receive one time access codes via the

Oracle Mobile Authenticator app unless you re-register your device.

Are you sure that you wish to remove this device from your account?

Remove Device Cancel

o) The user will be presented with a success page informing them that Oracle Mobile Authenticator has
been removed.

Oracle Mobile Authenticator has been removed

You have successfully unregistered Oracle Mobile Authenticator from your account.
You will no longer be able to deliver one-time access codes via Oracle Mobile Authenticator.

p) We strongly suggest removing the account from inside the Oracle Mobile Authenticator application on
your device. To do this you must tap and hold the account inside the application until the ribbon at the

top is displayed. From there you can click on the trash can icon to remove the account from the Oracle
Mobile Authenticator application.

22



MN.IT SERVICES MFA User Guide

Self Service—Update Email Account

a) Navigate to the MNsure sign-in page.

b) Click on the Manage Security Link at the bottom of the page as shown below in the screenshot.

USERNAME* Forgot Your User Name?
Don't have an account? Sign up now
PASSWORD™* Forgot Your Password?

this system without authority from MMNsure, or in excess of authority granted, may result the revocation of access privileges, criminal sanctions,
and/or other appropriate action. By continuing to use this system, you are representing yourself as an authorized user and as such you agree to use
the system only to the extent of the authority granted, within the limits set by the MNsure website TERMS AND CONDITIONS.

This system and equipment will be monitored as required by Minnesota Statutes, Section 62V.06, Subdivision 8, and for training, quality assurance,

transmitted, processed or stored in this system by a user. If monitering reveals possible evidence of criminal activity, such evidence may be provided
to Law Enforcement Personnel. ANYOME USING THIS SYSTEM EXPRESSLY CONSENTS TO SUCH MONITORING. By signing in to my account, |
acknowledge that | have read and agree to the Terms and Conditions.

c) Enter username and password.

FAQ | glossary

|

i‘?.
1”@’1 %,J S u re Where you choose health coverage m

get help learn more
USERNAME* Forgot Your User Name?
I - —I Don't have an account? Sign up now
PASSWORD* Forgot Your Password?

d) Radio button for selection of email will be displayed on the next screen.

This system is the property of the Minnesota Insurance Marketplace (MNsure) and is subject to the Minnesota Government Data Practices Act. Use of

and the prevention of fraud, waste, and abuse. Such monitering may result in the acquisition, recording and analysis of all data being communicated,

23
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e) Select the “one-time access code through Email” radio button as displayed in the screenshot.

Please select delivery mode for receiving your one-time access code. The one-time access code will be sent to the selected
delivery mode immediately.

One-time access code from Oracle Mobile Authenticator®
ne-time access code through email®

* sccoxe@email .com®

f)  Click on the email account where the one-time access code will be sent.

Please select delivery mode for receiving your one-time access code. The one-time access code will be sent to the selected
delivery mode immediately.

One-time arcess code from Oracde Mohile Authenticator®

® One-time access code through email*
® eooce@email.com®

S - |

g) Click on “Submit”. The user will be redirected to enter the one-time access code.

*Once the user clicks submit the one-time access code will be sent to the user’s email account
and the application will redirect the user to the next page as shown in step (j) below.

24
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h) Sign in to the email account which was used for registration and check the email for the one-time

access code.

One Time Password

+ noreply@state.mn.us @ ¢ A Adions

To: @ User Email entered during registration

Friday. July 17, 2015 1:33 PM

Please use 877004 as a One Time Pin to access the requested resource.

i)  Enter the one-time access code that you have received in the email.
j)  Click on the “Submit” button.

Please do not close this browser. You are required to enter the one-time access code on this page.

Your one-time access code has been sent to you via the delivery mode selected. Please enter your one-time access code
below.

Enter your one-time “ ------ | '|

access code™:

k) Re-enter your password.

Please enter your password to identify yourself

UserlD
PASSWORD*

25
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I) Update the email account that will be used to receive the one-time access code.

Change contact information | Change password | Change security guestions & answers | Change multi-factor setings

Change contact information

Your email address, phone number, or shared secret can be changed here. This email address will
receive notifications related to your MNsure login account. Your email can also receive one-time
access codes if you are using multi-factor authentication. Your shared secretis used to help the

contact center identify you over the phone.

EMAIL ADDRESS

|new@emai|.com
RE-ENTER EMAIL ADDRESS

|new@emai|.com
PHONE NUMBER (s

SHARED SECRET

O lick here for directions to set up your shared secret

Apply

m) Click on Apply.

n) A message as shown in screenshot below appears which confirms that changes have been
successfully applied.

Change contact information | Chanee nassword | Chanee securite nuestinns & answers | Chanee multi-factar sertings

Changes to your security settings have been successfully applied.

0) The email account is successfully updated and the user will now receive the one-time access code via
the updated email account.

26
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